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JOB PROFILE

Post title:        

Technical Services (ICT) Manager       

Responsible to:

MAT Business Manager

Responsible for:

ICT Support Team
Working Time:

Full Time 37 hours – full year
Grade:


K35 – K39
Job purpose:   

To ensure the development of systems (MIS, VLE, SIMS, ParentMail etc) and streamlined operation of the ICT Departments across the Trust, in alignment with the Trust’s objectives. The Trust currently consists of three schools, two secondary and one special school.
The Technical Services (ICT) Manager will work closely with decision makers to identify, recommend, develop, implement and support cost effective technology solutions for all aspects of the organisation. The Technical Services Manager will also define and implement ICT policies, procedures and best practices.

Additionally a focus of this role will be on Data Protection and ensuring compliance across the trust ahead of General Data Protection Regulations (GDPR). Moving forward the post holder will serve as the focal point for information security and Data Protection compliance within the trust.

Specific Key Areas of Responsibility

1. Oversee the smooth running of all IT networks and associated services within all trust schools and departments.

2. Identify areas for improvement and implement changes where necessary to drive the importance of using ICT effectively to raise standards overall.
3. To design, create, develop and continually update the trusts and individual academies websites to ensure full compliance.
Strategic & Operational

1. Lead the strategic and operational aspects of ICT support including ensuring robust backups and emergency procedures are fit for purpose 
2. Provide strategic advice and support on ICT infrastructure and equipment to key decision makers.

3. Establish and lead a Trust strategy group and work in conjunction with other staff to ensure E-Safety meets all Ofsted guidance and best practice.

4. Ensure adequate monitoring and filtering systems are in place to meet legal and health and safety requirements.
5. Work as part of the MAT Management Team, but also as part of a wider team to support colleagues and contribute to the vision and ethos of the trust.
6. Lead on the maintenance problem solving and fault finding of the trust school’s networks and resolve problems with any hardware and software technology

7. Have due regard for safeguarding and promoting the welfare of children and young people and follow the child protection procedure adopted by the trust.

8. Take responsibility for the ICT budgets and identify and evaluate opportunities for improving value for money

9. Respond to ICT developments likely to effect the education sector in order to alert the Executive Team to the need for change.

10. Undertake any duties consistent with this position which might from time to time be assigned by the Executive Team.
General Data Protection Regulations (GDPR)
A core component of this role is to enable the trust to understand the full landscape of their personal data assets and how they can establish a controls framework to satisfactorily comply with data privacy requirements that are becoming more stringent. The use and governance of data is becoming more and more important.

1. Be the lead contact for the ICO with regard to potential complaints and breaches, ensuring that requests for information are properly handled.
2. Ensure organisational compliance and conformance with Data Protection principles and highlight key risk areas to the trust.

3. Develop, implement and enforce a suitable and relevant Data Protection Policy in accordance with both the Data Protection Act 1988 and the General Data Protection Regulation 2018 and ensuring it is reviewed on an annual basis.

4. Develop, implement and enforce a suitable and relevant Data Sharing Code of Practice and ensure that third parties which the trust deals with comply with the necessary practices and agreements held.

5. Provide information and guidance on all processing of all personal data

6. Maintain and establish a register of data owners for sets of information and educate the data owners on their responsibilities (what is data? How is it used? Who has access to it?). Maintain data flow maps as necessary and maintain the trusts annual notification to the ICO.
7. Undertake systematic data protection act compliance audits in accordance with the ICO’s audit tool, including any third party premises where appropriate

8. Assist with investigations into complaints about breaches of the act and undertake reporting/remedial action as required. Maintain a log of any incidents and remedial recommendations and actions.

9. Promote Data Protection awareness throughout the organisation by providing training and written procedures that are widely disseminated and made available to all staff.

10. Develop and implement a privacy impact tool.

11. Establish and lead a trust Data Protection Group to ensure GDPR compliance trust wide.
12. Ensure complete compliance with ICO Regulations having due regard to the ’12 Steps’ document.

13. Once development and implementation is complete, ensure maintenance to fulfil legal obligations across the trust
Key relationships:  

MAT Executive including the MAT Management Team
IT Support Teams
Staff and students
External agencies including suppliers
ICO Office
Working environment: 

Mainly indoors on the school sites which will involve travel 

PERSON SPECIFICATION

Post title: Technical Services (ICT) Manager
	
	Essential
	Desirable

	Qualifications/Competencies
	A level/NVQ Level 3 or equivalent in relevant subject

	Degree in Computer Networking,
Microsoft certified professional

	Experience
	Previous experience in a technical ICT environment
Experience of Network Management 

Including - Switches, routers, servers, patch panels, AP’s etc. 

Must have worked with various windows OS’s

Excellent track record of managing a successful team
Experience of procurement and budget management

Configuring computer hardware and software and managing projects

Technical knowledge of network and pc operating systems including management and configuration of WANs, WLANs and VPNs
	Experience of installing and supporting SIMS

Experience of Network Management within a school environment

Have been a system administrator before.

Be familiar with Group Policy 

Worked with other OS’s
Worked in a multi-site support role

	Knowledge
	Familiar with different versions of Microsoft and Apple software.

Knowledge of different OS’s and different hardware

Know how to use AD to efficiently catalogue network devices and users
A good working knowledge of the DPA 1998 and an understanding of the implications of GDPR.

	Have an interest in IT external to your job

Good working knowledge of security on the Cloud


	Skills/Ability
	Able to work on their own & also part of a team.  

Have the ability to offer guidance and development to technical team in the department

Confident in decisions and judgments.

Organised and co-ordinate work effectively.

Ability to problem solve, especially when under pressure
Well-developed technical and non-technical documentation skills

Good attention to detail with compliance and standards, a strength
	Able to explain complex ICT security concepts to a non ICT audience

	Personal Skills
	Friendly and approachable to all students, staff, visitor and guests.
Ability to resolve problems in a professional and timely manner and without patronizing the customer
Stakeholder management

Excellent communication skills (written and verbal) and interpersonal skills
Possess a flexible attitude to work and be self-motivated
Excellent customer care skills with an ability to relate to staff and students at all levels of the organisation.
	



