[image: A picture containing text, clipart, vector graphics

Description automatically generated]
Job Description

The school is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment

Role: 	Head of IT Services	

Reporting to: 	Bursar	 

Job family:	Operations and Professional Services

Summary role: 	
The Head of IT Services is responsible to the Bursar for the day-to-day IT service delivery. They provide visionary leadership, aligning IT solutions with academic and business needs, and ensuring excellence in customer service, governance, and compliance. The role includes ownership of IT policies, regular reporting, and representing IT at the Steering Committee, with a focus on strategic planning and innovation.

The Head of IT is responsible for the IT and reprographics teams and their responsibilities:
· Applications and Data Manager
· Infrastructure and Cloud Engineer
· IT Technician 
· IT Trainer (FTC)
· Reprographics Officer and Assistant

Hours/weeks of work
This role is full time; some out of hours work will be required as per business needs. 

Key tasks:
1) Lead IT service delivery, ensuring excellence in uptime, customer service, security and compliance.
2) Line-manage the IT and reprographics teams, providing mentorship, support, and escalation expertise.
3) Translate academic and operational requests into technical solutions and IT strategies.
4) Own IT policies, documentation, standard operating procedures, and ensure regular governance and risk analysis.
5) Prepare and present monthly management reports to senior leadership.
6) Represent IT at the IT Steering Group and disseminate the IT strategy to the team.

Technical Strategy
· IT strategy development: Collaborate with senior leadership to build and implement a strategic IT plan that leverages the latest technology to meet the school’s operational and educational needs.
· Emerging technologies: Keep abreast of developments in IT to identify and recommend suitable new technologies, systems, or processes that enhance the school’s technical capabilities.
· Change management: Design and implement structured change management processes for IT systems, ensuring that updates, upgrades, and migrations are meticulously planned and documented.
· IT strategy group: Represent the IT dept at IT strategy group meetings.


General responsibilities and accountabilities
· Network and infrastructure management: Oversee, configure, and manage the core IT network, including servers, cloud solutions, and internet connectivity to ensure maximum uptime, resilience, and speed. Ensure IT systems are monitored 24x7x365, developing and managing emergency response protocols.
· Cybersecurity: Develop and enforce a robust cybersecurity framework. Ensure the schools’ systems are maintain and managed to NCSC best practices. Monitor for and mitigate threats, ensuring compliance with data protection standards and best practices.
· System architecture: Working with the schools trusted partners, design and implement IT architecture and roadmaps that align with both current and future needs of the school. 
· Backup and disaster recovery: Develop and maintain a robust backup best practice and disaster recovery plans, ensuring that all critical systems and data are backed up and recovery processes are tested and validated regularly.
· Server and cloud management: Manage on-premises and cloud environments, ensuring optimal performance, security, and scalability. 
· Hardware and software oversight: Direct the team in hardware and software deployment, updates, and lifecycle management, including PCs, network equipment, and telephony systems. Oversight of annual upgrades and a rolling replacement program.
· MIS and data management: Working with Application and Data Manager support and optimise the school’s MIS and associated systems, ensuring data integrity, security, and accessibility across departments, including finance and payroll systems.
· Asset and licensing management: Ensure a central database of hardware and software assets is maintained and ensure compliance with software licensing requirements.

IT team management and support
· Technical oversight of IT team: Lead the department to ensure effective and efficient support across all school IT systems and infrastructure. Maintain high service standards by establishing and monitoring service level agreements (SLAs) to ensure prompt issue resolution and optimal responsiveness in meeting user needs.
· Customer service and service excellence: Develop and implement a helpdesk service excellence framework that prioritises customer service stratification and responsiveness ensuring that the IT team provides timely support in line with SLAs. Regularly evaluate service metrics and gather feedback to continuously improve the IT department’s performance and responsiveness to both routine and critical incidents.
· Performance management: Conduct regular performance appraisals for IT team members, set technical and service-oriented goals, and assess skills to ensure alignment with the school’s IT strategy and service delivery standards. Identify areas for improvement and provide resources to support professional growth and alignment with service goals.
· Staff training: In collaboration with the school’s senior leadership develop, coordinate, and implement a staff IT training plan.

Reprographics team management and support
· Line management of reprographics team: Lead the department to ensure effective and efficient reprographics support across all departments. Maintain high service standards by establishing and monitoring service level agreements (SLAs) for reprographics services to meet user needs.
· Customer service and service excellence: Ensure reprographic services are delivered to agreed SLAs. Regularly evaluate service metrics and gather feedback to continuously improve the department’s performance and responsiveness to user needs.
· Performance management: Conduct regular performance appraisals for team members, set technical and service-oriented goals, and assess skills to ensure alignment with the school’s IT strategy and service delivery standards. Identify areas for improvement and provide resources to support professional growth and alignment with service goals.

Compliance 
· Policies and documentation: Ensure departmental documentation is accurate, current, and well-maintained across all systems. Develop, update, and distribute relevant policies to uphold excellent IT governance standards including legal/regulatory requirements such as acceptable use, data protection and security and copyright.
· Data protection compliance: Implement and monitor compliance with data protection legislation, coordinating with the Bursar and other stakeholders to ensure data is securely managed and appropriately accessed.  Supporting with other GDPR related enquires (including Subject Access Requests and Data Protection Impact Assessments)   
· Safeguarding: Collaborate with the Designated Safeguarding Lead (DSL) to monitor and report on internet and network usage, ensuring alignment with KCSIE guidance and the schools’ safeguarding policies. 

Safeguarding
This role will require regular interaction with pupils which equates to regulated activity with children. The post holder must at all times act with due regard to the school’s child protection and safeguarding policies and procedures and the school’s code of conduct. 

The following duties will be deemed to be included in the duties which you may be required to perform:
· child protection
· promoting and safeguarding the welfare of children and young persons for whom you are responsible and with whom you come into contact.

General responsibilities: 
· To ensure all duties are carried out in accordance with Health and Safety regulations 
· To undertake any training and development for the better fulfilment of the post  
· To undertake any ad hoc duties or projects as requested 
· To undertake any other duties and responsibilities as determined by the Head or Bursar.

This job description contains an outline of the typical functions of the job and is not an exhaustive or comprehensive list of all responsibilities tasks and duties.  The jobholder’s actual responsibilities, tasks and duties might differ from those outlined in the job description and other duties commensurate with this level of responsibility may be either permanently or temporarily assigned as part of the job.  

This job description is subject to review in line with the developing needs of the school.

Person Specification

Role: 	

	 
	Essential 
	Desirable
	Evidence/ 
Assessed By

	Qualifications and training
	Degree in IT, Computer Science, or related field or relevant work experience


	Leadership qualifications.

ITIL Foundation (or higher).

Additional certifications, such as Cisco Certified Network Professional (CCNP) or Microsoft Certified: Azure Solutions Architect Expert.

PRINCE2 or equivalent project management certification.
	Application form, certificates.

	Experience
	Proven experience in IT leadership and management.

Successful implementation of IT strategies, policies, and governance.
	Experience in the education sector or academic IT environments.
	Application form, references, interview.

	Professional Values
	Commitment to service excellence and innovation.

Commercially minded, seeking value for money
	Proactive in identifying and implementing service improvements.
	Interview, references.

	Knowledge and understanding
	Strong understanding of IT governance, risk analysis, and compliance. 

Knowledge of cloud platforms such as Microsoft Azure, Microsoft 365, and SharePoint.

Understanding of network security principles, VPNs, and firewall configurations. 

Experience with Microsoft Intune and Mobile Device Management (MDM) platforms, particularly JAMF.
	Understanding of school-specific IT systems, such as iSAMS or similar.

A working knowledge of the following technologies:
· Fortinet (FortiGate, FortiSwitch, FortiWiFi)
· Sophos (Endpoint Protection, XDR and MDR)
· Microsoft Suite across O365 and Office Applications
· Microsoft Intune
· Windows 11
· Apple Hardware and Services across iPad, Apple TV and Apple Classroom
· DELL Hardware (Endpoint, Servers and Storage)
· Jamf
· Extreme Networks WiFi
· HPE Aruba (Wireless and Switching)
· Salamander
· Exclaimer
· Veeam Backup
· Impero
· Barracuda Email Protection
· Web-filtering solutions such as FastVue, Smoothwall or Securly
· Freshdesk Helpdesk Platform
· Microsoft PowerBI
· Microsoft PowerAutomate
· iSAMS MIS
· Microsoft SQL
· Windows Server

	Application form, interview.

	Skills
	Strong leadership and team management skills, with a motivational approach that inspires others to excel. 

Adept at developing and empowering teams to achieve their full potential

An effective communicator who actively engages with diverse stakeholders, understands their viewpoints, and brings them on board through collaboration and influence
	Advanced reporting and data presentation skills.
	Interview, task/test.

	Personal characteristics
	A visionary, adaptable, and solution-oriented professional who applies a structured, programmatic approach while ensuring full compliance with regulatory and organisational standards.
	Collaborative and open to new ideas.
	References, interview.




Exeter school is an equal opportunities employer and welcomes applications from any appropriately
qualified person. 

Exeter school is committed to safeguarding and promoting the welfare of children and young people and expects all staff to share this commitment. All applicants should read the school’s safeguarding policy before applying. Applicants must be willing to undergo child protection screening including checks with past employers and the Disclosure and Barring Service.
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