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Flintshire

COUNTY COUNCIL





JOB DESCRIPTION
Federated ICT Technician

3.4 Technician 3 – ICT 2 £22,911 - £25,295
	Main Purpose

Reporting to the ICT Manager this post will play a key role through the delivery of technical support for ICT hardware, software and electronic communications enabling primary/special schools to develop and implement high quality, cost effective ICT provision to maximise the effective use of ICT for learning, teaching and information management.

Based in St Richard Gwyn Catholic High School the post holder will provide technical support for ICT hardware and software within a designated cluster of local primary/special schools with 2,000+ users.  Technical support will be provided, both remotely and onsite, for servers, storage, user devices, system and application software, electronic communications and use of the Internet.  Support will be provided for 30+ servers, 400+ user devices (desktops, laptops and tablets), a range of peripheral devices plus network infrastructure, Active Directory and web filtering, all of which underpin delivery of the National Curriculum within every school, raising standards of pupil performance and information management.
The post holder will take responsibility for their own performance in relation to planning and delivery of technical support for problem resolution, change, configuration and system management against activities allocated to them by their manager and related to performance targets defined in a Service level Agreement.  Support will be provided for servers, storage, user devices, system and application software and electronic communications and use of the Internet.
The post holder will work on a range of tasks both individually and in partnership with the Authority’s ICT Traded Service and external service providers.  It is essential that the post holder builds a trusted and valued relationship with school staff and service providers.


	Main duties and responsibilities:

1. The post holder will play a key role as the main provider of technical support for use of ICT systems within schools and be accountable for the ongoing and efficient operation of school ICT networks.  Service will be delivered in line with an agreed Service Level Agreement.  The identifiable areas of work include: Server and storage management and support – including backup and restore, management and support of user devices (desktops, laptops and tablets), non-electrical servicing of designated devices (such as projectors), management and support of network infrastructure, management and support systems and network management software, application software support, management and support for use of electronic communications including Internet, email and virtual learning environments.

2. Install, configure and test hardware systems and software products, including management of device imaging and mobile devices plus network configuration, to meet user requirements.

3. Maintain the security of the school network and systems and adhere to requirements for meeting legal/contractual obligations including software licensing.

4. Produce and maintain documentation relating to implementation and support of hardware, software, networking and electronic communications used in schools.

5. Provide guidance to users to maximise their effective use of ICT.

6. Be responsible for planning own work effectively within a robust service and performance management framework and with a strong commitment to delivering at a high standard. 

7. Use own initiative to resolve problems and incidents and undertake technical tasks required by the Authority Traded Service and external support providers to enable efficient resolution of technical issues and delivery of effective services.

8. Work individually and with colleagues from the Authority Traded Service to deliver effective and efficient solutions to technical problems with minimum disruption to services and users and within performance requirement specified in the Service Level Agreement.

9. Liaise with external service providers to discuss technical issues and arrange service provision to meet user needs and ensure timely problem resolution.

10. Record support needs and actions on a centralised call management system including support provision by external service providers.

11. Review user requirements and deliver high quality, user focused services ensuring that performance management targets are met or exceeded, leading to high levels of customer satisfaction.



	Knowledge and Experience 

DIMENSIONS:  Support will be provided for 30+ servers/storage devices.  Implementation and support for 400+ user devices (desktops, laptops and tablets) and a range of peripheral devices.  Support for network infrastructure, Active Directory and web filtering.  There is a user base of 2,000+. 
1. Experience of working in a technical environment undertaking work in specialist disciplines including: server/storage software installation/update, support and management in a Windows environment; network management and support in a Windows environment: domains, group policies, control of group access/software use, remote control of devices, application software configuration for network operation, network monitoring; management and support of network infrastructure: Cisco switches and wireless services, mobile device management, access changes involving switch ports and virtual networks; Internet filtering management: dynamic, real time web content filtering and policy control based on user credentials (access control follows the user) via specialist software such as Bloxx.

2. Installation, configuration, update and support for user (desk-based and mobile) devices including desktops, laptops and tablets: devices using Windows, Android and IOS (Apple) operating systems and application software; imaging: maintaining images for user devices, imaging new devices and re-imaging existing devices to maintain consistency of software use and device security; application software support: installation, configuration, update, integration with devices (desktops, laptops, tablets, printers) and investigation plus resolution of operational problems.

3. Diagnosis and support onsite and remote: fault finding and resolution, use of remote access software to investigate operational issues, control remote workstations and apply fixes to resolve problems.

4. Incident and problem management – a clear understanding of incident and problem management principles, the ability to apply them in terms of resolution, analysis and escalation to the Authority Traded Service and relevant external service providers.

5. Performance management – management of own performance against a range of performance indicators and service standards.

6. Customer Care – clear understanding of the importance of high quality customer care, understanding the impact of issues faced by the customers in their ability to undertake their roles and the importance of taking ownership of customer issues through to satisfactory resolution.  
7. Advisory – provide guidance and support to users to enable their use of ICT devices and software and to assist in developing their effective use of ICT.

8. Working relationships – ability to relate well to staff and pupils, communicate effectively and work with integrity.

Depth and Breadth of Knowledge

1. The post holder is a specialist in the following identifiable areas of work:  server/storage management and support (which includes operating system software implementation and support, systems implementation, systems testing, systems security and administration, server-based application software systems support), network infrastructure and communications (which includes switch management, mobile device management and management of web content filtering), network management and support (which includes system software implementation and support, systems implementation, systems testing, user device management and support).  They will also be required to undertake systems management responsibilities for systems relevant to their role such as Active Directory, network management software and Windows, Android and IOS (Apple) operating systems.

2. The post holder also has an in-depth knowledge of core ICT skills.  The postholder is required to continue training and to maintain a high level of knowledge that will enable provision of high quality services.
3. Educated to HNC / NVQ Level 4 in an ICT related discipline or substantial experience of delivering technical support for servers, storage, networking, electronic communications, user devices (desktops, laptops and tablets) and application software including Microsoft Office.

4. An IT professional with significant experience of delivering installation, configuration, management and maintenance of updates, in the following technology environments: Windows desktop technologies and server administration, Cisco network infrastructure technologies, network management software including educational suites of control and monitoring tools, mobile device management software, real time web content filtering technologies such as Bloxx, device operating systems – Windows, Android and IOS (Apple) and application software including Microsoft Office, curriculum packages – eg numeracy, literacy, simulations plus educations apps for tablets.

5. Ability to implement, investigate and resolve problems with Windows server/storage technologies, Cisco network infrastructure technologies, network management software including educational suites of control and monitoring tools, mobile device management software, real time web content filtering technologies such as Bloxx, device operating systems – Windows, Android and IOS (Apple) and application software including Microsoft Office, curriculum packages – eg numeracy, literacy, simulations plus educations apps for tablets.

6. Excellent customer services skills and a high degree of customer focus ensuring that services are delivered which meet both current and future customer needs and deliver efficiencies for schools.

7. Ability to produce high quality documentation appropriate to relevant tasks such as implementation configuration, update and management of systems.


8. Ability to operate within a culture of effective performance management in which they manage their own performance against demanding targets with a constant drive towards continuous improvement. 

9. Strong communications skills both written and verbal. 

10. Ability to maintain effective working relationships with school staff, ICT colleagues, Authority Traded Service staff and external service providers and to generate confidence in the quality of service provision.


11. Ability to work flexibly on tasks including those that require initiative plus independent thought and action.

12. The post holder will either need to have experience in the following or will require specific training in order to undertake the role:

· Management and support of Windows servers/storage  – on the job training will be provided by the ICT Manager (hosting secondary school)
· Management and support of Cisco switches – training workshop will be provided by the Council IT Communications Team.
· Mobile device management – training workshop will be provided by the Council IT Communications Team.

· Bomgar (remote access) – training workshop will be provided by the Authority Traded Service.

· Bloxx (web content filtering) – formal training will be provided by the software supplier.

· TOPdesk (service support helpdesk) – formal training will be provided by the Council IT Training Team.
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