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JOB DESCRIPTION


Department :		Children’s Services - Schools

Location :			Priory School

Job Title :			Data Protection Officer (DPO) - Schools

Grade:			Single Status Grade 8

Responsible To : 		Headteacher

Responsible For :		n/a 

___________________________________________________________________

Main Purpose:	To ensure Data Protection (DP) compliance in the school, providing advice and guidance to staff and liaising with data processors and data subjects

___________________________________________________________________


Main Tasks and Accountabilities :

· To ensure overall compliance with relevant statutory legislation, e.g. the Data Protection Act (DPA), the General Data Protection Regulation (GDPR), the Freedom Of Information Act (FOIA).
· To undertake regular and systematic information audits to identify key risk areas and their mitigation.
· To develop and regularly review compliant policies and procedures.
· To develop documentation and deliver training in best practice to staff, working closely with the Finance, Office and ICT teams.
· To monitor best practice in information storage, retention and disposal.
· To process and respond to all external requests for information (e.g. Subject Access Requests), ensuring they are properly handled and records kept.
· To be the school contact with the Information Commissioner’s office (ICO) in regards of potential queries, complaints or breaches, undertaking action as required and maintaining a detailed record of any incidents.
· To effectively publicise the school’s compliance to data subjects (e.g. parents, students) informing them of both the school’s policies and their legal rights.
· To liaise with data processors and other third party suppliers ensuring robust information sharing agreements are in place.
· To provide comprehensive reports to senior leaders and Governors and other accountable bodies on the school’s compliance and advise on strategies.
· To stay up to date with best practice in information handling and changes in legislation.


· To undertake available training opportunities and demonstrate a commitment to continuous development.
· To demonstrate a willingness to work flexibly, sometimes outside of normal core hours, in response to service demands as agreed with the Headteacher.
· To perform such other tasks as may reasonably be required by the Headteacher.
· To carry out the above duties in accordance with the County Council Equal Opportunities policies.


Additional duties and involvement

The following duties and areas of Involvement are specific to this role within Priory School and are in addition to those listed above.  It is accepted that these items are appropriate to the salary scale for this post.

Additional Duties and/or Aspects of the Service included within this Role















This job description sets out the duties of the post at the time it was drawn up.  Such duties may vary from time to time without changing the general character of the duties of the level of responsibility entailed.  Such variations are a common occurrence and cannot themselves justify a reconsideration of the grading of the post.

The authority is committed to safeguarding and promoting the welfare of children, young people and vulnerable adults and expects all staff and volunteers to share this commitment. Successful applicants for people working with children and vulnerable adults will need to undertake a Disclosure and Barring Service (DBS) enhanced clearance for this authority. 
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PERSON SPECIFICATION

DATA PROTECTION OFFICER
	
	
Essential Criteria
	
Desirable Criteria


	Key Skills & Abilities

	Excellent communication and inter-personal skills

Ability to convey complex ideas in a clear, concise and engaging way

Methodical and meticulous

Ability to act on own initiative, prioritise own workload and meet deadlines

Good organisational skills

Understanding of data protection issues and the need for data security

Ability to multitask and work under pressure

Ability to problem-solve

	Understanding of the school environment


	Education &
Qualifications
	Educated to A Level or equivalent (minimum Grade 6 (B) in Maths and English at GCSE)
	Educated to degree level

A Levels (or equivalent) in English or ICT

	Knowledge

	Familiarity with MS Windows 7 and Office 2010

	Knowledge of compliance or data protection frameworks

	Experience

	Experience of data analysis
	Experience of effective work with public/customers



	Personal Attributes




	Flexible and communicative in order to support staff with different levels of knowledge

Commitment to working as a positive and constructive team member

Commitment to Equal Opportunities
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Health & Safety Functions
	
This section is to make you aware of any health & safety related functions you may be expected to either perform or to which may be exposed in relation to the post you applying for. This information will help you if successful in your application identify any health related condition which may impact on your ability to perform the job role, enabling us to support you in your employment by way of reasonable adjustments or workplace support.


	Using display screen equipment 
	X

	Working with children/vulnerable adults
	|_|

	Moving & handling operations
	|_|

	Occupational Driving
	|_|

	Lone Working
	|_|

	Working at height
	|_|

	Shift / night  work
	|_|

	Working with hazardous substances
	|_|

	Using power tools
	|_|

	Exposure to noise and /or vibration
	|_|

	Food handling
	|_|

	Exposure to blood /body fluids
	|_|
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