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Job Description



Post:				ICT Network Manager

[bookmark: _GoBack]Grade:			NJC PT 37 - 41 £32,486 to £36,379 

Responsible to:		Director of M.I.S. & Network

Responsible for:		ICT Network & Equipment and ICT Technicians

Hours:			Full time, 37 hours per week
Purpose of the Post: 	To ensure that the Academy ICT systems and services efficiently and effectively support all user requirements. Provide operational support/advice to the Academy Leadership Team on innovative ICT solutions whilst maximising the use of existing resources on a continuous basis.

Duties and Responsibilities:

ICT Network 

1. Ensure the smooth running of all aspects of the Academy ICT Network with minimal downtime. Ensure all academy ICT systems are fully operational during those hours defined by the academy as core business hours and during key academy events.

2. Monitor and review the types, prioritisation and volumes of system traffic alongside system faults and subsequent root cause analysis where necessary.

3. Applying all updates and patches to the SIMS.net SQL server including SIMs software upgrades. Technical support to all members of staff. 

4. Administering backup systems for all servers, student and staff data. Testing restore systems and retrieving lost data. 

5. Maintaining the wireless network system. Updating firmware and software on all servers and devices. Setting up of user accounts and group policies for users. Daily checks of log files and control of backup of data base files. 

6. Certifying that the academy meets all requirements under the Data Protection Act 1998 for all materials stored the networks, and that all contractual obligations relating to ICT resources, software licencing, systems and services are met.

7. Control of network and local storage to ensure copyright and objectionable materials are not present therefore satisfying all legal requirements by the use of software and audit policies.

8. Implementation and preservation of effective anti-virus solution to protect both the admin and curriculum network to safeguard data from ongoing threats. 

9. Installation/ evaluation/deployment to work stations of all new software for use by all staff members and users. Giving technical support and training on software products when required. 

10. To operationally lead the ICT technicians with the academy website including all graphic and content work using content management system, graphic design, and styles to provide open learning and information systems to users. 

11. Ordering, stocking and replenishing ICT consumables together with promoting acceptable and cost-effective use.

12. Ensure that the academy’s ICT equipment and software inventories are updated in a timely manner and stored in a network area accessible only to designated persons.

13. Ensure safe storage of installation media, installation keys, warranty and support documentation where necessary.

14. Oversee the management of network user accounts and undertake audits to ensure correct access rights. 


Maintenance 

1. To maximise the availability of ICT equipment for academy use and to minimise downtime. 

2. To carry out routine and manageable repairs on site of all work stations including server hardware. To be responsible for the purchase and tendering of new hardware to ensure the academy makes maximum use of funding available. 

3. To liaise with the Academy's outside maintenance contractors to ensure a quick and efficient response. Also to make sure the academy is receiving value for money for services provided by continually monitoring other services and products available within the industry. 

4. Analysing communications requirements, planning and implementing network/communications facilities, and providing technical support on communications. 

5. Updating and applying Software security patches/fixes to servers and work stations to maintain the effective security and integrity of the network infrastructure. 

6. Security of ICT Equipment and rooms, including marking of all equipment in conjunction with academy policies. 


Development

1. Lead and formulate ICT strategies and long-term ICT planning to secure the future development and planning of the network to meet growing demand. Troubleshooting hardware and network problems.

2. Upgrade relevant systems out of normal business hours to ensure minimum downtime for staff during critical periods and communicate effectively with all appropriate colleagues when updates/issues require the system or parts of the system to be shut down.

3. Develop ICT within the academy to achieve a safe and efficient ICT environment for staff and students. 

4. Design, develop, implement and manage the network infrastructure, both active and passive, to meet the academy’s requirements. 

5. Design, implement, monitor and review academy procedures for managing installations and configuration changes.

6. Provide second level support for more complex requests; perform advanced troubleshooting on PCs’ peripherals and applications. 

7. Ensure that network security (including firewalls), back up and disaster recovery procedures are fully developed, reviewed and implemented for both students’ work and administration data to enable an efficient return of service after any unforeseen system outages.

8. Ensure the integrity and confidentiality of information held on the academy’s network.


Staff & Students

1. In conjunction with ICT Technicians, provide training for staff/students in the use of ICT 

2. To be available to offer in-class support as determined by user needs. 

3. Assisting faculties in purchasing equipment and software specific to their individual needs. 

4. Carry out audits of student and staff internet usage and monitor compliance with acceptable usage and e-safety polices. 

5. Undertake available training opportunities and demonstrate a commitment to continuous development both personally and for other ICT support staff.


Academy Wide Responsibilities

1. To participate in all aspects of training and development.

2. To comply with the Academy’s Health and Safety Policy and associated safe working procedures and guidelines.

3. To comply with the Academy’s Comprehensive Equality Policy and ensure that it is implemented within the service area of the post.

4. To comply with the Academy’s Data Protection Policy and Code of Practice within the service area of the post.


This post is subject to satisfactory Criminal Records Bureau (CRB) Enhanced Disclosure Certificate.

The details contained within this job description reflect the content of the job at the date it was prepared.  However, it is inevitable that over time, the nature of the job may change.  Existing duties may no longer be required and other duties may be gained without changing the general nature of the post or the level of responsibility entailed.  Consequently, the Academy will expect to revise this job description from time to time and will consult the post holder/s at the appropriate time.

Employee Signature:		______________________	

Employer Signature:		______________________

Date: 					17th May 2017
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