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Job Description

Job Title:

Data Protection Officer
Responsible To:
Vice Principal Corporate Services
Job Purpose:     
The Data Protection Officer will be responsible for advising on compliance with the General Data Protection Regulation (GDPR) and data protection law, monitoring the Group's adherence to GDPR standards and acting as a point of contact with supervisory authorities and data subjects.



The post holder with assist in the development of policies and procedures that enforce compliance with legislation, deliver training to staff to increase awareness of data protection and maintain a privacy and data protection knowledge base.  
Principal Responsibilities

To assist the Vice Principal Corporate Services with discharging the statutory duties of the Data Protection Officer (DPO) as defined by the GDPR and / or any UK implementing legislation.  This will include:    
1. To assist the Vice Principal Corporate Services in strategic data protection management; 
2. To work with the Vice Principal Corporate Services to ensure all contracts include appropriate data protection clauses and / or data processing agreements as required;
3. To work with the Vice Principal Corporate Services to implement procedures to appropriately process all data subject requests, including but not limited to subject access requests and the right to be forgotten;
4. To work with the Vice Principal to undertake periodic data protection audits, including all relevant manual filing systems, computerised filing systems, any outsourced processes, archived systems and back up data, to assess the Group’s compliance with data protection requirements.  Ensure any deficiencies identified as a result of an audit are addressed;
5. To respond promptly to any reasonable request for information made by the Information Commissioner or any other relevant regulator or law enforcement agency;
6. To assist the Vice Principal Corporate Services to ensure data processing agreements are in place with third parties handling personal data;
7. To assist the Vice Principal Corporate Services to monitor compliance with data protection requirements and with the Group’s policies and procedures, including in relation to the assignment of responsibilities, awareness raising and training of staff involved in processing operations, any related audits, to liaise, as required, with the Group’s IT team and senior management to ensure appropriate sharing of information and consistency of approach;
8. To maintain a central register of data security reports in a form that allow the Vice Principal Corporate Services to monitor and assess the effectiveness of the Group’s data protection systems, to identify any data security report that may be linked, to adequately respond to requests for information, to identify any training needs within the Group and to actively participate in the Group’s Data Protection Working Group;
9. To assist the Vice Principal Corporate Services to offer advice and guidance; 
10. To assist the Vice Principal Corporate Services to offer assistance for incident management; 
11. To assist the Vice Principal Corporate Services in horizon screening.  
College Responsibilities 

1. To actively promote the Diversity agenda within the College;
2. To promote and ensure safe working practices in line with Health and Safety requirements;
3. To take an active part in all College quality systems;
4. To contribute to and represent the overall visions and values of the College;
5. To adhere to all College policies and procedures;
6. To comply with all College Information Security (IS) policies and procedures, attend relevant awareness training and apply information security principles when dealing with staff and student information, in line with ISO standard 27001;

7. To undertake professional development as required; and
8. To undertake other appropriate duties as required by the line manager.

It should be noted that this job description merely provides a resume of the main duties and responsibilities of the post and will be subject to periodic review in conjunction with your Line Manager and the Human Resources Manager, which may lead to revisions in light of the operational requirements of the College.
Operational Responsibilities: 
1. To be the focal point for all activity within the Group relating to data protection providing advice and guidance to staff in respect of any data protection questions, issues or developments that may arise from time to time, e.g. in relation to the development of new IT systems and procedures, drafting data protection notices, obtaining consent from data subjects and in the operation of the Group’s HR function; 
2. Act as point of contact with data subjects, supervisory authorities and internal teams;
3. To develop and manage the Group’s data protection and information governance strategy; 

4. To support management focus on and promotion of a culture of awareness of data security throughout the Group; 

5. Provide advice and instructions on how to conduct Data Protection Impact Assessments (DPIAs);

6. Monitor data management procedures and compliance within the Group;

7. Participate in meetings with managers to ensure privacy by design at all levels;

8. Maintain records of processing operations;

9. Ensure all queries from data subjects are addressed within legal timeframes, including subject access requests; 
10. Write and update detailed guides on data protection policies and processes;
11. Perform audits and determine whether procedures need to change in order to comply with regulations;
12. Respond to and manage data security breaches and, where appropriate, liaise and work with IT and relevant senior staff;
13. Provide training on GDPR compliance for staff;
14. To monitor changes in law, enforcement actions, policies and guidance from supervisory authorities and issue recommendations / provide training to ensure compliance;
15. To ensure the Group’s entry on the Register of data controllers maintained by the Information Commissioner is kept up to date and accurately reflects the Group’s processing activities.
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