Assistant Network Manager

The post will be to assist with the operational management of the IT Services department, providing expert knowledge and experience, ensuring that the infrastructure, devices and services used across the school are fit for purpose, secure and maintained to the highest standards. To advise on future technology, system and service solutions to meet the needs of the school.
It is expected that the post holder will also be involved with other support tasks, including assisting end users, guiding IT support technicians and supporting school events.

Key Responsibilities
· Assist with the management of the network infrastructure, servers, workstations and software 
· Assist with the school’s one-to-one device rollout program
· To ensure that colleague’s IT Support requests are dealt with effectively 
· Assist in the design and development of IT-based administrative processes and procedures 
· To ensure strong and effective working relationships with our external IT service partners 

Management
· Daily supervision, training and development of staff within the IT support team to promote best practices
· Assist the Network Manager in the delivery of IT development plans
· Deputise for the Network Manager as and when required
· Oversee the helpdesk ticket system

IT Helpdesk
· Ensure the IT Helpdesk is offering a quality support service to all end users through efficient and effective practices as directed by the Network Manager
· Oversee the upkeep of the asset database ensuring it is accurate & current
· Ensure that tickets are resolved, and staff are informed of progress regarding solutions

Network Infrastructure
Network infrastructure support to the Network Manager in the operational management and control of technical aspects of the installation, configuration and maintenance of the School’s software and network infrastructure including but not limited to:
· Upgrading servers and end user devices to latest versions – to ensure compliance with maximum “End of Life” cover and updated with latest security patches where needed
· Experience in data handling and procedures to ensure compliance with GDPR
· Ability to communicate with technical and non-technical people to gain the best IT system for the school
· A thorough understanding of Active Directory, Azure AD, Office365 administration, SharePoint online and Teams
· Sound knowledge of cloud based mobile management solutions (Intune and JAMF) and their usage for configuring Windows/iOS operating systems and deploying applications
· Rationalising and ensuring licensing of all software distributed from the above to ensure value for money and legality
· Ability to integrate active directory and azure active directory with third party software for users to benefit from single sign on
· Monitoring and updating group policies to ensure the effectiveness and security of the network
· Support and ensure any IT requirements for exams requirements as a priority
· Understanding of the changing environment in the IT industry and the ability to work not only reactively but suggest ways to improve the school’s IT systems proactively
· Monitor SSL Certificates – update & rationalise where possible
· Ensuring a safe working environment for users by keeping the security systems up to date and monitoring alerts from the Endpoint security, Internet access filter and Email security systems 
· Wired and wireless network devices, including HP Aruba and Cisco switches
· Network and data security, VLANs and routing
· Communicate effectively with other members of staff and students within the school and ensure all communication is of the highest standard

Budgeting and Procurement
· Assist in the IT equipment procurement process by organising quotations and ensuring purchasing/budget documentation is up to date and in line with the School’s Financial Policy and Procedures
· To ensure the implementation and the procurement of all IT hardware and software for the school is fair and cost effective, to ensure the best possible price is obtained and best value principles are applied

Health and Safety including Site Security
· Be aware of and implement your health and safety responsibilities as an employee and where appropriate any additional specialist health and safety
· To work with colleagues and others to maintain health, safety and welfare within the working environment
· To comply with all provisions of the Health and Safety at Work Act 1974, any other relevant legislation and with all school and Local Authority Policy and Practice relating to Health and Safety at Work

Unsocial Hours
There may be a requirement to work beyond normal hours should emergency work / upgrades on IT systems be needed. Additional duties may include support for IT at special events, such as Parent’s evenings, conferences, and school productions and undertake any other IT related duties as required.



PERSON SPECIFICATION - ASSISTANT NETWORK MANAGER

	Qualifications 

	University degree or vocational training in Computer Science or related field 
	D 
	Application form 

	Cicsco Certified Network Administrator (CCNA) or equivalent knowledge and experience 
	D 
	Application form 

	GCSE English and Maths, grade 5 – 9 
	E 
	Application form 

	

	Experience/Professional Knowledge 

	3 – 5 years third line server administration experience 
	E 
	Application form/interview 

	Windows server 2012 R2 – 2019 
	E 
	Application form 

	3 – 5 years working in an IT Helpdesk support environment 
	E 
	Application form 

	Working with an industry standard backup software
	E 
	Application form 

	Active Directory, Azure AD & GPOs
	E 
	Application form/interview

	VMware Virtualisation 
	E 
	Application form/interview 

	Microsoft 365 (Admin Centre) 
	E 
	Application form/interview 

	Exchange Online 
	E 
	Application form/interview 

	Mobile device and application management system – Intune, JamF
	D
	Application form/interview

	Experience with SharePoint Online and Teams 
	D
	Application form/interview

	Experience with Endpoint, Email and Internet access filter Security
	D
	Application form/interview

	Cisco Switches and Aruba WiFi network
	D 
	Application form/interview 

	IP Telephony
	D 
	Application form/interview 

	SQL Server 
	D 
	Application form/interview 

	

	Skills 

	Excellent time management skills 
	E 
	Application form/interview 

	Excellent written and verbal communication skills 
	E 
	Application form/interview/Reference 

	Technical troubleshooting and problem management skills 
	E 
	Application form/Reference 

	Interpersonal skills sufficient to assist non-technical users of IT 
	E 
	Application form/interview 

	Ability to assess and re-prioritise workloads when circumstances or demands change
	E 
	Interview 

	Ability to take the initiative when necessary
	E 
	Application form/interview 

	Ability to work independently or as part of a team 
	E 
	Application form/interview 

	Ability to work under pressure whilst maintaining a positive and professional attitude 
	E 
	Application form/interview 

	

	Personal Attributes 

	Displays a passion for IT 
	E 
	Application form/interview 

	Resilient, flexible and demonstrate an ability to work well under pressure 
	E 
	Application form/interview 

	Ability to absorb new information/skills and apply them to work based solutions 
	E 
	Application form/interview 

	Ability to communicate effectively with a diverse client group (students and adults) 
	E 
	Application form/interview/ reference 

	Ability to set, meet, and manage own priorities and timescales 
	E 
	Interview 

	Attention to detail in communication and planning 
	E 
	Application form/interview 



