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	Data Protection and Risk Assurance Officer
Reporting to: Deputy CEO


	Job Purpose

This role is to provide assurance that GDPR requirements are met and maintained. In addition, this role will support the College’s corporate risk management and monitoring. 



	Key Responsibilities

· Provide continued guidance, support and leadership on current and impending data protection legislation and regulation across the College.
· Identify and implement the work required to bring the College up to standards required by the GDPR and put in place processes to ensure continued compliance.
· Carry out regular risk assessments of the handling of data and maintain and update the risk register.
· Create and maintain data protection policies and procedures.
· Maintain evidential records of compliance with current legislation.
· Support a programme of staff awareness training, to deliver compliance and foster a culture of data privacy within the organisation.
· Review commercial agreements and contracts including data processing agreements with existing and future data processors.
· Revise and lead data breach response and notification procedures.
· Be the point of contact and co-operate with the ICO.
· Act as the focal point for the organisation when data subjects are exercising their rights; supervise and advise on the response to such requests.
· Provide updates on the data protection compliance programme to the Executive Board and Corporation’s Audit Committee. 
· Support College academic, apprenticeship and business functions in conducting risk self-assessments, and in compiling and maintaining risk registers. 
· Link operational risk registers with the corporate risk register and support appropriate escalation and reporting of risks.
· Support the review of adequacy of risk mitigation and test impacts. 
· Abide by all College policies, procedures and processes ensuring legal compliance to the College
· Be committed to working in a cohesive, supportive and forward-thinking team of colleagues which share an ambitious vision to secure an outstanding status for the College.


	Competencies

· Excellent written and verbal communication skills
· Ability to work under pressure and deal with a demanding workload which may include conflicting demands on time
· Ability to apply complex legislative requirements to services and processes
· Good judgement, with ability to make considered decisions
· Ability to work on own initiative and as a member of a team
· Effective and achievement driven
· High level of attention to detail and accuracy
· Strong interpersonal skills 
· Negotiation skills 
· Ability to maintain good working relationships both internally and externally, up to and including senior management level
· High level of confidentiality
· Calm, controlled and resilient


	Knowledge and understanding

· Good working knowledge of Data Protection Act and GDPR
· Knowledge of Information Security principles and practice
· Knowledge of information risk analysis and risk management
· Project Management
· Organisation Change Management
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	Qualifications

· Level 2 English
· Level 2 Maths
· Level 2 IT

· Practitioner Certificate in Data Protection or willing to work towards. 
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