Bedminster Down School

Job Description

Job Title: 	IT Systems administrator
Hours:		Full time 37 Hours p/w, all year round
			8.00-4.30pm Monday – Thursday
			8.00 – 4.00pm Friday
Salary: 		BG10 Scale point 30-34 (£26,822 – £30,153)
Core Purpose:
For sites assigned to this post:
· Manage all IT systems
· Provide level 3 support
· Work with the SLT Lead in designing and planning new IT systems
· Lead the implementation and development of IT systems drawing on the expertise of other Systems Administrators as required

For other sites, including primary schools with current SLAs:
· Provide support and specialist advice to other IT staff  as required
· Provide emergency cover as required
· Provide additional level 3 support

Professional Development: 
· The holder of this post is responsible for their own professional development, with the guidance and support of the school. 
Relationships:	The post holder is responsible to:
· the Head teacher in all matters
· Assistant Head with responsibility for IT

Professional interaction with colleagues is expected in order to maintain productive relationships and to promote mutual understanding.
Staff are entitled to expect courtesy and respect from students and are expected to actively work towards positive and constructive relationships with them.
Staff are required to act in accordance with the school’s Equal Opportunities and Child Protection Policies.




Key Tasks
1. Manage network and IT infrastructure of each assigned school:

· Manage the core infrastructure including the server hosts, virtualised server estate and Storage Area Network (SAN)
· Manage all routers and switches to ensure that network traffic runs smoothly by appropriate use of VLANs and routing tables
· Manage the managed wireless network and its guest access portal
· Ensure the general integrity and security of the campus’ wired and wireless networks
· Create innovative solutions to troubleshoot network issues as they arise
· Manage the firewall and, where appropriate, liaise with the internet service provider to request changes to its firewall
· Provide secure access from users’ BYOD (Bring Your Own Device) devices to the network
· Liaise with external IT providers with whom the school has SLAs or warranty agreements
· Manage user accounts and access rights to maintain efficient and secure systems and workflow
· Ensure that all data stored on the network is secure including all staff and student MIS data and student coursework
· Manage the data backup system ensuring that system and data backups are taken regularly to an agreed level and that off-site copies are maintained
· Install all software applications as required, enabling the delivery of IT to all curriculum and administration areas, including MIS systems
· Manage the Mobile Device Management system
· Ensure that appropriate web-based software can be securely published from the network onto the internet
· Manage remote application and file access systems for users
· Manage and maintain all Trust-owned end-user devices such as desktops, laptops, netbooks, tablets and scanners
· Allocate disk space to individual users and groups of users as appropriate to their need
· Manage the print management software, multi-function devices and printers
· Facilitate regular inspection and safety testing of all IT equipment 

2. Develop and maintain IT services 

· Oversee the installation of new IT equipment and the installation of operating systems and software onto them
· Maintain all IT systems equipment in good working order and liaise with third parties, as required, to arrange repairs under warranty
· Identify systems that are due for replacement and assist the IT Manager in planning for their replacement
 
3. Manage all IT-based communications systems:

· Manage the school’s email server ensuring its security and accessibility from compatible desktop and mobile devices
· Manage the school telephone’s system and ensure it is fully operational and liaise with the appropriate service provider when necessary 
· Ensure that both systems are appropriately integrated with the schools’ other IT systems
· Manage the digital signage system

4. Manage all audio visual equipment and software:

· Manage specialist AV equipment on site
· Manage the provision of AV support for whole-school events
· Oversee the provision and support of IT equipment associated with assemblies, meetings, open evenings and other similar events that will occasionally require out of hours working
· Ensure that audio visual systems in every classroom and communal space are fit for purpose and advise the IT Manager on their replacement

5. Provide IT support to all users:
· Work with the Senior Support Engineer(s) to provide technical support to users
· Honour all existing internal SLAs through effective and accessible communication with appropriate groups of users
· Provide IT support to local schools to meet their respective Service Level Agreement 

Other duties:

· Responsible for ensuring that the school’s online asset register of IT systems equipment is kept up to date
· Ensure all asset registers are up to date for all primary schools
· Delegated responsibility where required for petty cash and the purchase of relevant items locally when authorised, assessing the availability of suitable alternatives in line with best value principles and maintaining records of transactions and expenditure in accordance with the Trust’s financial procedures
· Deputise for the SLT IT lead at meetings when required 


Data Protection and Safeguarding

· Work within the requirements of Data Protection (GDPR) at all times
· [bookmark: _GoBack]Understand your responsibilities in relation to Safeguarding and child protection and how to highlight issues / concerns.
· Remain vigilant to ensure all students are protected from potential harm.

General
· The post-holder will be expected to undertake any appropriate training provided by the Trust to assist them in carrying out any of the above duties.
· The post-holder will be expected to contribute to the protection of children and young people, as appropriate, in accordance with any agreed policies and/or guidelines, reporting any issues or concerns to their immediate line manager.
· The post-holder will be required to promote, monitor and maintain health, safety and security in the work place.  To include ensuring that the requirements of the Health & Safety at Work Act, COSHH, and all other mandatory regulations are adhered to.
· An Enhanced Disclosure with the Disclosure and Barring Service (DBS) will be undertaken before an appointment can be confirmed. 

This job description only contains the main accountabilities relating to the posts and does not describe in detail all of the duties required to carry them out. The post holder may be required to undertake other duties and responsibilities that are commensurate with the nature and level of the post and that the head teachers request.

Bedminster Down School is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment.  For this post prior to appointment, Bedminster Down School will apply for an enhanced disclosure certificate from the Disclosure and Barring Service. 
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