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IT Support Engineer

[bookmark: _Toc484458594][bookmark: _Toc35013949]1	Role Summary
The IT Engineer is responsible for providing high-quality first and second-line technical support across the Trust, ensuring the reliability, security and effective operation of IT systems, infrastructure and services. The role will support staff and students by resolving technical issues, maintaining systems and equipment, and contributing to the ongoing development of the Trust's technology environment.

The postholder will work collaboratively with colleagues, schools and third-party providers to deliver an efficient and customer-focused IT service that supports teaching, learning and business operations.

Time Commitment
8am to 4.30pm Monday to Friday

Reports to: IT Manager
2	Key Responsibilities
User Support and Service Delivery
Provide first and second-line IT support to staff and students across Trust schools and central services.
Respond to and resolve incidents, service requests and technical issues in a timely and professional manner.
Manage and update support tickets, ensuring accurate records are maintained and service standards are met.
Escalate complex incidents to our MSP’s and the IT Manager where required.
Deliver excellent customer service and maintain positive working relationships with all stakeholders.
Assist in the delivery of IT projects and technology initiatives across the Trust.
Contribute to process improvements and the development of IT documentation and standards.
Infrastructure and Systems Management
Maintain, monitor and support the Trust's IT infrastructure, including servers, networking equipment, wireless systems and internet connectivity.
Assist with the configuration, management and maintenance of Microsoft 365 services, including Exchange Online, SharePoint, Teams and Entra ID.
Monitor system performance and proactively identify potential issues or risks.


Device and Asset Management
Install, configure and maintain desktops, laptops, mobile devices and associated peripherals.
Ensure all Trust devices are appropriately patched, updated and protected against security threats.
Maintain accurate IT asset registers and inventory records.
Support device lifecycle management, identifying equipment approaching end-of-life and making replacement recommendations.
Assist with the deployment of new hardware, software and technology solutions.
Maintain and support classroom technology, including interactive displays, projectors, visualisers and sound systems.
Backup, Security and Business Continuity
Monitor and verify the successful completion of server and cloud backup processes.
Assist with disaster recovery and business continuity procedures.
Ensure systems comply with Trust security standards, data protection requirements and cybersecurity best practices.
Report security incidents, vulnerabilities or concerns promptly to the IT Manager.

5 Further expectations of the role: 
Adhere to the School and Trust’s Safeguarding Policies.
Work within the school’s Diversity Policy to promote equality of opportunity for all students and staff, both current and prospective
Maintain high professional standards of attendance, punctuality, appearance, conduct and positive, courteous relations with all stakeholders
Adhere to policies as set out in the governors and staff handbook and on the Schools and Trust websites
Comply with the Data Protection Act/ GDPR
Support the aims, values and mission of the Trust
Attend and contribute to staff meetings when required
Participate in training and other learning activities
Participate in the performance development of the 
Undertake other reasonable duties related to the job purpose required from time to time.
This job description is not definitive and will be subject to regular review, it should be seen as enabling rather than restrictive. Other reasonable work requests may be made by your line manager. This job description is intended as a reference document which identifies the main responsibilities and activities. 
This Job Description may be reviewed at the end of the academic year or earlier if necessary. In addition, it may be amended at any time in consultation with you. It may include other tasks reasonably requested and agreed with your Line Manager.

Signed: ....................................................	Date: .................................................


Signed: 


Stewart Keiller, Director of Operations Knowledge Schools Trust/KST Enterprises Ltd
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