Godstowe

IT Infrastructure Engineer 

Job Description

The School is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment.

Role 
The post holder will be responsible for the smooth running of all elements of the school's IT infrastructure, including servers, switches, firewalls, printers and VoIP telephones, together with supervision and maintenance of the school's Management Information System and other integrated solutions. 

The successful candidate will have proven professional experience and a detailed knowledge of best industry practice. It would be beneficial to have previously worked in an educational environment and understand both Windows, Microsoft Office (including 0365) and G-Suite.

Duties and Responsibilities
· Manage the School’s computer network 
· Plan, organise, control and evaluate IT and electronic data storage and management
· Design, develop, implement and coordinate systems, policies and procedures
· Ensure security of data, network access and backup systems
· Support the development and implementation of ICT in the national curriculum, including E-learning alongside the Head of Computing
· Ensure fully functioning IT infrastructure and suite of network software applications to support the school (this will include managing the local network, DHCP, DNS, Firewalls, VLAN, Switches, Windows Servers, telecoms and communications)
· Manage cloud and local backup and support desktop and laptops, tablets and smartphones with the help of the IT Technicians
· Keep abreast of new technological developments in IT and present proposals with recommendations to senior management which would benefit the school	
· Identify problematic areas and implement strategic solutions in time
· Audit systems and assess their outcomes
· Preserve assets, information security and control structures
· Ensure all end-of-life IT equipment is disposed of in a responsible manner
· Keep up-to-date with changes to the Google Workspace and the ways that it can benefit the School 
· Provide support for the school’s Management Information System (iSAMS), providing technical support to key users as required
· Manage the installation, configuration, maintenance and upgrading of the school's networked systems, software and applications
· Diagnose faults and problems and carry out remedial action, liaising with suppliers and their technical teams when required, in order to maintain an effective service on the school site
· Perform advanced diagnostic procedures on hardware, peripherals and applications as required
· Ensure safe and reliable running of the IT infrastructure in order that the integrity and security of the network is maintained at all times, including ensuring that a full disaster recovery programme is in place
· Manage all systems of electronic communication and access for pupils and staff on the school networks, ensuring security of files and appropriate access to systems
· To be the key contact when network service is disrupted/during upgrades to minimise disruption to users

The list of duties in the job description should not be regarded as exclusive or exhaustive. There will be other duties and requirements associated with your job and, in addition, as a term of your employment you may be required to undertake various other duties as may reasonably be required.

Person Specification 
Proven working experience 
· Excellent knowledge of technical management, information analysis and of computer hardware/software systems
· Hands-on experience with computer networks, network administration and network installation

Essential IT skills
Experience of: Windows server/desktop OS, Office 365, Firewall Administration, 1st/2nd 3rd line experience (min 3-4 years), Networking, VMWare, Disk Storage, Physical/Virtualized servers, Active directory, Group policy, Project management, Exchange online, Backup solutions (Preferably Veeam)

Desirable IT skills
Experience of: SCCM, Intune, SCOM, Powershell, Azure, Database administration, Google Workspace, SQL, Network security, IT Strategy, VOIP, ITIL

Personal
· Excellent communication and inter-personal skills
· Strong character and people management skills 
· Passion for technology and its place in education
· Flexible and pragmatic with the ability to communicate with a diverse range school staff and pupils
· Ability to lead through motivation and active management
· Self-driven to improve all aspects of the IT interaction within the school
· Flexible and willing to work outside normal hours to ensure network integrity is maintained

Child Protection

All members of staff are responsible for the promoting and safeguarding the welfare of children. All members of staff are required to participate in regular child protection training and to follow the child protection policy at all times. Any child protection issues must be referred to the designated person for child protection and/or the Headmistress.
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